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9.1 RISK MANAGEMENT WORK PLAN - RISK IDENTIFICATION 

Contact Person: Mr Sam Green 

Why is this matter confidential? 

Subject to an order pursuant to Section 90 (3) (e) of the Local Government Act 1999, this 
matter is confidential because information contained in the attachments and possible 
discussion could give rise to security risks to the organisation. 

A. COUNCIL/COMMITTEE TO MOVE MOTION TO GO INTO CONFIDENCE

No action – this motion passed in the open section.

B. THE BUSINESS MATTER
9.1 RISK MANAGEMENT WORK PLAN - RISK IDENTIFICATION 

Responsible Executive Manager : Mr Sam Green 

Report Author : Ms Evelyn Alevizos 

Delegated Authority : Matters for Information. 

Attachments : 1.  Strategic Risks 
2.  Operational Risks
3.  Major Projects (Organisational Priorities) 20/11/18

Purpose 

To provide a progress report on the risk identification process following feedback from the 
Corporate Governance Committee (“Committee”). 

STAFF RECOMMENDATION 

That the Committee notes the report. 

Relevance to Strategic Plan 

1: Smart Service Delivery Program 
Outcome 1.1 High quality services and amenities 
Outcome 1.2 Improved service delivery 
Outcome 1.3 Working smarter with our community 

Relevance to Public Consultation Policy 

There is no requirement to consult with the public on this matter. 
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Background 
 
The Risk Management Work Plan (2018-2020) (Plan) has been developed with a view to 
identifying and prioritising the activities that will enhance the risk management framework 
(aligned to ISO 31000:2018 Risk management - Guidelines, which provides principles, 
framework and a process for managing risk). At the meeting held on 2 October 2018, after 
reviewing the Plan, the Committee requested a further report be brought back to the 
Committee at the December 2018 meeting detailing the top 10 strategic and operational risks 
and the process being undertaken to identify organisational risks.  
 
 
Current Situation 
 
This report provides a progress update on the preliminary risks identified as well as the 
ongoing risk assessments for the organisations priorities and major projects.   
 
The strategic and operational risks set out in this report do not represent the City of 
Playford’s final strategic and operational risk profile and are submitted to the Committee as a 
work in progress for information and discussion purposes only.  
 
Strategic Risks - Risk Identification  
 
The list of Strategic Risks set out in Attachment 1, as identified by members of the Executive, 
is work in progress and is submitted to the Committee for information and discussion 
purposes only.      
 
Strategic risks are those risks that affect or are created by the Council’s decisions related to 
business strategy, strategic plan and objectives – they have the potential to materially affect 
the achievement of the Council’s strategic objectives.  
 
Each member of the Executive (CEO, Deputy CEO and General Managers) was requested 
to identify up to 10 key business risks from their perspective impacting the Council’s ability to 
achieve its strategic objectives. Ideally, the types of risks sought were those that impact on 
the delivery of the Strategic Objectives / Organisational Priorities and “keep you awake at 
night”. 
 
As set out in the Plan that the Committee considered in October, the target date for the 
completion of the Strategic Risk Register was pushed back by 3 months (from 31/12/18 to 
31/3/19). It is anticipated that this engagement will be completed by representatives from 
Local Government Risk Services (LGRS) (at no cost to the City of Playford) using the 
methodology developed by Risk & WHS and distributed to the Executive.   
 
LGRS was established to manage and service the insurance and risk management needs of 
Local Government in South Australia. As Local Government develops in South Australia, 
LGRS is working with the sector to develop and implement proactive systems and processes 
for risk management, claims management and insurance risk transfer). 
 
Risk ‘themes’ emerging to date from the preliminary information provided by the Executive 
include the following: 
 
1. New / Investment Initiatives. Driverless bus, water management etc. 

2. Innovation Risk.  

3. Business Model. Investment initiatives in commercial ventures – Joint Ventures. 

4. Financial. Failure to meet financial objectives of the organisation. Three year plan not 

achieved – no structural surplus. 
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5. Political. Changes in government legislation. Responding to State Government 

intervention in Local Government rating / delivery. (Rate Revenue Management). 

Legislative changes with associated funding implications are presenting significant 

uncertainty regarding ongoing viability of NDIS/Disability and Aged Care Services 

currently provided by City of Playford. 

6. Compliance. Non-compliance with legislative or regulatory requirements. 

7. Reputational Risk.  

8. Safety. Death or serious injury. 

9. People. Inability to attract and retain appropriately skilled workforce to meet future 

organisational requirements. 

10. Asset Management. Investing adequately in asset renewal. Asset management 

improvements not realised. Investing adequately in asset renewal. 

11. Data Security / Privacy Breach. 

12. Crisis Management. Loss of assets and resources diverted to manage the event and 

recovery. 
 

Operational Risks – Risk Identification 
 
The list of Operational Risks set out in Attachment 2, as identified by Senior Managers, is 
work in progress and is submitted to the Committee for information and discussion purposes 
only.       
 
Operational risks are those risks that affect the Council’s ability to deliver its services, 
resulting from inadequate or failed internal resources, processes, people and systems, or 
from external events.   
 
As part of facilitating the development of the City of Playford’s Operational Risk Register (and 
Operational Risk Profile) using a ‘top down’ process, each Senior Manager was requested to 
identify: (a) up to 5 key business objectives for their department; and (b) up to 10 key 
business (operational) risks from their perspective impacting their department’s ability to 
achieve its key business objectives. Ideally, the types of risks sought were those that impact 
on the delivery of Departmental Business Objectives / Organisational Priorities and “keep you 
awake at night”. 
 
Risk ‘themes’ emerging to date from the preliminary information provided by the Senior 
Managers include the following: 
 
1. Financial (Rate Capping) reduced operating budgets to deliver services. 

2. Funding – resourcing and capability to ensure Council does not miss opportunities. 

3. Contractor management / hazards. 

4. Non-compliance with legal obligations. 

5. Reputational damage resulting in loss of community trust. 

6. Fatality or serious injury of worker or member of the public. 

7. Organisational change management. 

8. Workforce planning; skills shortage; staff retention; managing an ageing workforce; and 

succession planning. 

9. Outsourcing – loss of knowledge. 
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10. Technology (ICT) failure / Cyber threats & data security / Business continuity.  

11. Changing nature of technology – ability to keep up with the high pace of change. Growth 

and resourcing of social media challenges. 

12. Aging infrastructure. 

 

Strategic and Operational Risks – Next Steps  
 
Risk Assessment (set out below) by LGRS is scheduled to commence in January 2019 with a 
view to completion by 31 March 2019. It is anticipated that the outcome will be documented 
Strategic and Operational Risk Profiles (and Risk Registers) to record, communicate and 
validate risks at appropriate levels of the organisation. 
 
Risk 
Assessment  

Status  Scope Actions (LGRS) 

Risk 
Identification 

Not started  Recognise and 
describe risks that 
might prevent the 
organisation 
achieving its 
objectives 

• Discuss list of risks with Senior 
Managers to clearly articulate 
risks 

• Collate the risks (i.e. grouped and 
categorised together where it is 
considered the risks are similar)  

• Consider the inherent risk rating 
 

Risk  
Analysis 

Not started A detailed 
consideration of 
uncertainties, risk 
sources, 
consequences, 
likelihood, events, 
scenarios, controls 
and their 
effectiveness 

• Group consultation and discussion 
• Consider: risk definition; risk 

descriptors; and risk sources 
• Identify inherent risk rating 

(likelihood and consequence) 
• Identify the risk controls in place  
• Assess the strength of the risk 

controls (control effectiveness) 
• Identify residual risk rating 

(likelihood and consequence) 
 

Risk 
Evaluation 

Not started A comparison of the 
results of the risk 
analysis with the 
established risk 
criteria to determine 
where additional 
action is required 
 

• Group consultation and discussion 
• Consider the Risk Appetite   
• Review residual risk profile 
• Where residual risks exceed Risk 

Appetite, identify risk treatment 
plans 

 
Major Project Risks (Organisational Priorities) 
 
The Major Projects Risk Report (as at 20th November 2018), as set out in Attachment 3, is 
submitted by the Strategy & Policy Team to the Executive monthly, and incorporates those 
risks identified and assessed by the Major Projects Team.  
 
Project risks are those risks that affect the delivery of the project’s objectives (the delivery of 
a project’s defined scope to quality, on time and within budget).  The report highlights risks 
relevant to the Organisational Priorities as follows:  
 
(1) Open Residual Risks (This Month / Last Month).  No residual risks rated Extreme (this 

month or last month); and 16 residual risks rated High this month in comparison to 25 last 
month.  
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(2) Summary of Open Residual Risks (All Projects). No residual risks rated Extreme; 16 

residual risks rated High; 30 residual risks rated Medium; and 64 residual risks rated Low. 
 
(3) Open Residual Risks By Project. Residual risks are open for the following projects: 

Northern CBD; Smart Working Program; NDIS and My Aged Care Transition; and Health 
Precinct. 

 
(4) Open Residual Risks By Category (All Projects). There are open residual risks rated 

High for all risk categories except Environmental.  
 
(5) Open Actions By Project. There are 2 Overdue actions for the Northern CBD. Actions 

are Not Yet Due for Smart Working Program; NDIS and My Aged Care Transition and 
Health Precinct. 

 
(6) All Project Residual Risks (Extreme or High). The Major Projects Risk Register 

provides details of all residual risks rated High. 
 
 
Future Action 
 
Monitor progress against the Plan taking into consideration feedback from the Committee. 
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Strategic Risks 10 Item 9.1 - Attachment 1 
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Operational Risks 16 Item 9.1 - Attachment 2 
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C. COUNCIL/COMMITTEE TO DECIDE HOW LONG ITEM 9.1 IS TO BE KEPT IN 
CONFIDENCE 

 
 
Purpose 
 
To resolve how long agenda item 9.1 is to be kept confidential. 
 
 
STAFF RECOMMENDATION 
 
Pursuant to Section 90(2) and Section 91(7) of the Local Government Act 1999, the 
Committee orders that the following aspects of Item 9.1 be kept confidential in accordance 
with Committee reasons to deal with this item in confidence pursuant to Section 90 (3) (e) of 
the Local Government Act 1999: 
 

• Report for Item 9.1  
• Attachment(s) for Item 9.1  

 
This order shall operate until the next scheduled annual review of confidential items by 
Council at which time this order will be reviewed and determined in accordance with Section 
91(9)(a) of the Local Government Act 1999. 
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